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/ /   I DC aut o- gener at i on of  uhooker  conf i gur at i on and handl er  f i l es 
/ /   Mat t  Lewi s -  I RM pl c 2007 
#i ncl ude <i dc. i dc> 
st at i c mai n( )  {  
  aut o ea, x, num_ar gs, f unc_name, f i l e, f i l ename;  
  aut o hook_t ype, conf i g_f i l e, st ub_f i l e, conf i g_l i ne;  
  aut o st ubl 1,  st ubl 2,  s t ubl 3,  s t ubl 4,  s t ubl 5;  
  / /  t hese ar e st ub code l i nes f or  our  pyt hon handl er s 
  / /  t he st ubs si mpl y pr i nt  t o st dout  when t he handl er  i s  cal l ed 
  st ubl 1 = " def  " ;  
  st ubl 2 = " \ t mypr oxy = hookcal l . pr oxy\ n" ;  
  st ubl 3 = " \ t pr i nt  \ " " ;  
  st ubl 4 = " \ t hookcal l . sendack( ) \ n" ;  
  st ubl 5 = " \ t r et ur n\ n\ n" ;  
  / /  we set  t hi s t o t he t ype of  hooks t hat  we want  t o i nvoke:  
  / /  Type A:  Hook af t er  t he f unct i on r et ur ns 
  / /  Type B:  Hook bef or e ent er i ng t he f unct i on 
  / /  Type * :  Hook when execut i on r eaches t hi s  addr ess 
  hook_t ype = ' B' ;  
  Message( " \ n\ n- - - - - -  Cr eat i ng uhooker  conf i gur at i on and handl er  f i l es. . . .  - - - - - - - - \ n" ) ;  
  f i l e = Get I nput Fi l e( ) ;  
  f i l ename = subst r ( f i l e, 0, st r st r ( f i l e, " . " ) ) ;  
  / /  t he uhooker  conf i gur at i on f i l e i s wr i t t en t o. . .  
  conf i g_f i l e = f open( f i l ename + " . cf g" ,  " w" ) ;  
  / /  t he uhooker  pyt hon handl er  st ub code i s  wr i t t en t o. . .  
  st ub_f i l e = f open( f i l ename + " . py" ,  " w" ) ;  
  f or  (  ea=Next Funct i on( 0) ;  ea ! = BADADDR;  ea=Next Funct i on( ea)  )  {  
    / /  get  t he f unct i on name 
    f unc_name = Get Funct i onName( ea) ;  
    / /  get  t he number  of  f unct i on ar gument s 
    / /  di v i de by f our  f or  32- bi t  machi ne 
    num_ar gs=( Get Funct i onAt t r ( ea, FUNCATTR_ARGSI ZE) )  /  4;  
    Message( " %s: %s: %d: %s. %s_handl e: %c\ n" , f i l e, f unc_name, num_ar gs, f i l ename, f unc_name, hook_t ype) ;  
    x  = Get Funct i onFl ags( ea) ;  
    i f ( st r st r ( f unc_name, " sub_" )  == 0)  {  
     / /  t hi s  i s  not  an expor t ed f unct i on,  t her ef or e we hook on i t s addr ess,  r at her  t han name 
     conf i g_l i ne = " dummy. dl l : 0x"  + l t oa( ea, 16)  + " : 0: "  + f i l ename + " . "  + f unc_name + 
" _handl e: * \ n\ n" ;  
    }  el se {  
     / /  t hi s  i s  an expor t ed f unct i on,  t her ef or e we hook on i t s  expor t ed name 
     conf i g_l i ne = f i l e + " : "  + f unc_name + " : "  + l t oa( num_ar gs, 10)  + " : "  + f i l ename + " . "  + 
f unc_name + " _handl e: "  + hook_t ype + " \ n\ n" ;  
    }  
    / /  wr i t e t o conf i g f i l e 
    wr i t est r ( conf i g_f i l e, " # I nser t  Comment  Her e. . . \ n" ) ;  
    wr i t est r ( conf i g_f i l e, conf i g_l i ne) ;  
    / /  wr i t e t o st ub code f i l e 
    wr i t est r ( st ub_f i l e, st ubl 1 + f unc_name + " _handl e( hookcal l ) : \ n"  + st ubl 2 + st ubl 3 + f unc_name 
+ " _handl e cal l ed\ " \ n"  + st ubl 4 + st ubl 5) ;  
  }  
  f c l ose( conf i g_f i l e) ;  
  f c l ose( st ub_f i l e) ;  
}  
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# I nser t  Comment  Her e. . .  
dummy. dl l : 0x10001000: 0: dpdevct l . sub_10001000_handl e: *  
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x10001160: 0: dpdevct l . sub_10001160_handl e: *  
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x10001270: 0: dpdevct l . sub_10001270_handl e: *  
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x10001350: 0: dpdevct l . sub_10001350_handl e: *  
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x100013F0: 0: dpdevct l . sub_100013F0_handl e: *  
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x100014A0: 0: dpdevct l . sub_100014A0_handl e: *  
# I nser t  Comment  Her e. . .  
dpdevct l . dl l : FD_Dl l Get Ver si on: 1: dpdevct l . FD_Dl l Get Ver s i on_handl e: B 
# I nser t  Comment  Her e. . .  
dummy. dl l : 0x10001550: 0: dpdevct l . sub_10001550_handl e: *  
…<r emai nder  omi t t ed f or  br evi t y> 
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def  sub_10001000_handl e( hookcal l ) :  
 mypr oxy = hookcal l . pr oxy 
 pr i nt  " sub_10001000_handl e cal l ed"  
 hookcal l . sendack( )  
 r et ur n 
def  FD_Dl l Get Ver s i on_handl e( hookcal l ) :  
 mypr oxy = hookcal l . pr oxy 
 pr i nt  " FD_Dl l Get Ver s i on_handl e cal l ed"  
 hookcal l . sendack( )  
 r et ur n 
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# Cr eat es t he speci f i ed r egi st r y key.  I f  t he key al r eady exi st s i n t he r egi st r y,  t he f unct i on 
opens i t .  
advapi 32. dl l : RegCr eat eKeyA: 3: advapi 32. RegCr eat eKeyA_handl e: B 
# LONG WI NAPI  RegCr eat eKeyEx( HKEY hKey, LPCTSTR l pSubKey, DWORD Reser ved, LPTSTR l pCl ass, DWORD 
dwOpt i ons, REGSAM samDesi r ed,  
# LPSECURI TY_ATTRI BUTES l pSecur i t yAt t r i but es, PHKEY phkResul t , LPDWORD l pdwDi sposi t i on) ;  
# Cr eat es t he speci f i ed r egi st r y key.  I f  t he key al r eady exi st s,  t he f unct i on opens i t .  Not e t hat  
key names ar e not  case # sensi t i ve.  
advapi 32. dl l : RegCr eat eKeyExA: 9: advapi 32. RegCr eat eKeyExA_handl e: B 
# BOOL Cr ypt GenKey( HCRYPTPROV hPr ov, ALG_I D Al gi d, DWORD dwFl ags,  HCRYPTKEY*  phKey)  
# Gener at es a r andom cr ypt ogr aphi c sessi on key or  a pub/ pr i v  key pai r .  
advapi 32. dl l : Cr ypt GenKey: 4: advapi 32. Cr ypt GenKey_handl e: B 
# BOOL Cr ypt GenRandom( HCRYPTPROV hPr ov, DWORD dwLen, BYTE*  pbBuf f er )  
# Fi l l s  a buf f er  wi t h cr ypt ogr aphi cal l y  r andom byt es.  
advapi 32. dl l : Cr ypt GenRandom: 4: advapi 32. Cr ypt GenRandom_handl e: B 
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