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Abstract| Intrusion detection systems have traditionally
been based on the characterization of an attac k and the
trac king of the activit y on the system to see if it matc hes
that characterization. Recen tly , new intrusion detection sys-
tems based on data mining are making their app earance in
the "eld. This pap er describ es the design and exp eriences
with the AD AM ( Audit Data Analysis and Mining) system,
whic h we use as a testb ed to study how useful data mining
tec hniques can be in intrusion detection.
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Rules, Classiers.

Asso ciation

I. Intr oduction

The widespreaduse of Internet and computer networks
experiencedin the past yearshasbrought, with all its ben-
e ts, another kind of threat: that of people using illicit
meansto access,jnvade and attack computers. To under-
stand that the threat is real it is enoughto look at the
statistics. Ten major governmert agencies,accourting for
98 % of the Federal budget had beencompromisedin the
past [9]. Recernly, a massiwe, coordinated attack directed
at the major e-commercesites was staged [22]. What is
worse, it is estimated than lessthan 4 % of these attacks
will ever be detected or reported. The issueis so pressing
that has prompted the administration to propose a new
Federal Intrusion Detection Network and a plan to put re-
sourcesinto what is called Defensiwe Information Warfare.

Lately, systemshave beentrying to usedata mining tech-
niquesto meetthe intrusion detection challenge. Data min-
ing canbe de ned asa setof tasksthat enableusersto look
for patterns in the data (good introductions to the topic
can be found [8], [10]).

Intrusion detection techniquescan be classi ed into two
broad categories: misusedetection and anomaly detection.
Misuse detection aims to detect well-known attacks aswell
asslight variations of them, by characterizing the rules that
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govern these attacks. Due to its nature, misuse detection
has low false alarms but it is unable to detect any attacks
that lie beyond its knowledge. Anomaly detection is de-
signedto capture any deviations from the establishedpro-
“Tes of the systemnormal behavior. Anomaly detection has
the potential to generatetoo many falsealarms, requiring a
lot of time and labor to separatetrue intrusions from false
alarms. ADAM has beendesignedand implemented as an
anomaly detection system, but using a module that classi-
“es the suspiciouseverts into false alarms or real attacks.
ADAM is unique in two ways. First, ADAM usesdata
mining to build a customizable prole of rules of normal
behavior, and a classi er that sifts the suspiciousactivi-
ties, classifyingthem into real attacks (by name) and false
alarms. Secondly ADAM is designedto be usedon-line (in
real time), a characteristic achieved by using incremertal
mining algorithms that usea sliding window of time to "nd
suspiciouseverts.

1. ADAM

ADAM is essetially a testbed for using data mining
techniques to detect intrusions. ADAM [4] usesa com-
bination of assaiation rules mining and classi cation to
discover attacks in a TCPdump audit trail. First, ADAM
builds a repository of "normal" frequert itemsetsthat hold
during attack-free periods. It doesso by mining data that
is known to be free of attacks. Secondly ADAM runs a
sliding-window, on-line algorithm that "nds frequert item-
sets in the last D connections and comparesthem with
those stored in the normal itemset repository, discarding
thosethat are deemednormal. With the rest, ADAM uses
a classi er which has been previously trained to classify
the suspicious connections as a know type of attack, an
unknown type or a false alarm.

Asscciation rules are used to gather necessaryknowl-
edgeabout the nature of the audit data, on the assump-
tion that discovering patterns within individual recordsin
a trace can improve the classi cation task. The task of
mining assaiation rules, ‘rst presened in [1] consistsin
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deriving a set of rules in the form of X j 4 Y where X
and Y are setsof attribute-v alues, with X Y = ; and
kYk = 1. The set X is called the anteceden of the rule
while the item Y is called consequeh For example,in a
market-basket data of supermarket transactions, one may
‘nd that customerswho buy mil k also buy honey in the
sametransaction, generating the rule milk ! honey.
There are two parameters assaiated with a rule: support
and con dence. The rule X j! Y hassupprt s in the
transaction set T if s% of transactionsin T cortain X [ Y.
Therule X j! Y hascon dence c if c% of transactions in
T that contain X also contain Y. The most ditcult and
dominating part of an asscgiation rules discovery algorithm
isto nd the itemsets X Y, that have strong support.
(Once an itemset is deemedto have strong support, it is
an easytask to decidewhich item in the itemset can be the
consequeh by using the con dence threshold.)

ADAM uses connections as the basic granule, obtain-
ing the connectionsfrom the raw padket data of the audit
trail. This preprocessingresults in a table with the follow-
ing schema:

R(Ts; Src:IP; Src:Port; Dst:l P; Dst:P ort; FLAG).

In this schema, T represens the beginningtime of a con-
nection, Src:IP and Src:Port refer to sourcelP and port
number respectively, while Dst:l P and Dst:P ort, repre-
sent the destination IP and port number. The attribute
FLAG describes the status of a TCP connection. The
relation R contains the dataset that is subject of the asso-
ciation mining. The number of potential itemsetsis large:
connectionsmay come from a large base of sourcelP ad-
dressesand ports. We focusin itemsetsthat contain items
that indicate the source of the connection (like sourceIP
and port), and items that indicate its destination (lik e des-
tination IP and port). We also consideritemsets that are
\aggregations" of sourcelP or Port values, e.g., connec-
tions that comefrom a sourcedomain and have the same
destination IP. We call these itemsets domain-level item-
sets. (For instance, we want to discover frequert connec-
tions from SourcelP X to Destination IP Y, or from Source
Domain W to Destination IP Y.)

First, ADAM is trained using a data set in which the
attacks and the attack-free periods are correctly labeled.
In a rst step, a databaseof frequert itemsets (those that
have support above a certain threshold) for the attack-free
portions of the data set is created. This seresasa pro le
against which frequert itemsets found later will be com-
pared. The prole databaseis populated with frequert
itemsets whose format was showvn before, as well as fre-
quernt domain-level itemsets for attack-free portions of the
data. The itemsets in this prole database can be cat-
aloged according to the time of the day and day of the
week, to further re ne the speci city of theserules to vari-
ations of workload during the di®eren time periods. The
mining algorithm used for this “rst step of the training
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phaseis an o®-line algorithm. Thus, a corvertional as-
sociation rule mining algorithm can be usedto drive this
phase. (Although we usean algorithm tailored speci cally
for the kinds of itemsets we aim to nd, and which runs
considerablyfaster than a general-purposeassaiation rules
algorithm.)

Next, to complete the training phase, we use an incre-
mental, on-line algorithm to detect itemsets that receivwe
strong support within a period of time. This algorithm
is driven by a sliding window of tunable size+. The algo-
rithm outputs itemsets (of the sameformat of thosepresernt
in the prole database)that have received strong support
during this window. We compare any itemset that starts
receiving support with itemsetsin the prole databasefor
an analogoustime and day of the week. If the itemset is
present in the pro le database,we do not pay attention to
it (i.e., we do not devote storageresourcesto keeptrack of
its support). On the other hand, if the itemset is not in
the database,we keepa counter that will track the support
that the itemset receiwes. If the itemset's support surpasses
a threshold, that itemset is reported as suspicious. For a
set of suspiciousitemset, we provide two services. First the
ability to drill down and "'nd the raw data in the audit trail
that givesrise to theserules. Secondly We annotate sus-
picious itemsets with a vector of parameters (basedon the
raw audit trail data that gave rise to the rules). Sincewe
know where the attacks are in the training set, the corre-
sponding suspiciousitemsets along with their feature vec-
tors are usedto train a classi er. The trained classi er will
be able to, given a suspiciousitemset and a vector of fea-
tures, classify it as a known attack (and label it with the
name of the attack), asan unknown attack (whosenameis
not known), or as a falsealarm. It is important to remark
herethat ADAM hasthe ability of classifying a suspicious
event (itemset and features) asan unknown attack. Notice
that no training set can possibly prepare a classi er for an
unknown attack (sincethere can be no examplesof suc an
event). In general,labeling events as unknown attacks (or
anomalies) is a very ditcult problem. We are able to in-
clude such a provision by using an artifact presert in some
classi ers: the inclusion of a \default" label by which the
classi er expressests inabilit y to recognizethe classof the
evert as one of the known classes.We take the approac
that any event °agged by the assaiation rules software
that cannot be classi ed as a known attack or asa normal
ewert (falsealarm) by the classi er, ought to be considered,
consenatively, as an unknown attack. Using this assump-
tion, we change the label in the classi er from "default"
to "unknown." Our experiments have shown that this is
a very excient way to detect attacks whosenature is not
fully understood. From there, an analyst can perform a
more rigorous analysis by hand.

ADAM is then ready to detect intrusions online. Again,
the on-line assaiation rules mining algorithm is used to
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Figure 1: The training phaseof ADAM.

processa window of the current connections. Suspicious
connectionsare °agged and sert along with their feature
vectorsto the trained classi er, where they will be labeled
accordingly.

Figures 1 and 2 shaw the basic architecture of our sys-
tem. Our system performs its task in two phases. In the
training mode , depicted in Figure 1, we usea data stream
for which we know where the attacks (and their type) are
located. The attack-free parts of the stream are fed into
a module that performs o®-line assaiation rules discov-
ery. The output of this module is a prole of rules that
we call \normal," i.e., that depict the behavior during pe-
riods where there are no attacks. The prole along with
the training data set is also fed into a module that uses
a combination of a dynamic, on-line algorithm for assaia-
tion rules, whoseoutput consistsof frequert itemsets that
characterize attacks to the system. These itemsets, along
with a set of features extracted from the data stream by a
features selectionmodule are usedasthe training setfor a
classi er (decisiontree). This whole phasetakesplace one
time (o®-line), before we use the system to detect intru-
sions.

The other phase,i.e., the actual detection of intrusions
is implemented as depicted in 2. Here the dynamic al-
gorithm is usedto produceitemsetsthat are consideredas
suspiciousand, along the featuresextracted by the features
selectionmodule are fed to the (already trained) classi er,
which labelsthe events as attacks (including its presumed
type), false alarms, or unknown. When the classi er la-
bels connectionsas false alarms, it is “Ttering them out of
the attacks set, avoiding passingthese alarms to the secu-
rity otcer. The last class,i.e., unknown, is resened for
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Figure 2: Discovering intrusions with AD AM.

max. number of

false positives 1/day| 10/day | 100/day
total numkber of

attacks detected | 12 12 12

% of the total # | 32.4% 32.4% 32.4%

Figure 3 PROBE attacks detected versusthe maximum
number of false positives

max. numkber of

false positives 1/day| 10/day | 100/day
total number of

DOS attacks de- | 30 30 30
tected

% of the total # | 46.29% 46.2% 46.2%

Figure 4 DOS attacks detectedversusthe maximum num-
ber of false positives

everts whose exact nature cannot be pinpointed by the
classi er (they cannot be classi ed as known attacks). We
consider those as attacks and include them in the set of
alarms passedto the security oxcer.

Figures 3 and 4 show the results of DARPA 1999 test
data. ADAM participated in DARPA 1999intrusion detec-
tion ewaluation. It focusedon detecting DOS and PROBE
attacks from tcpdump data and performed quite well.

Figures 5 and 6 show the results of the recert 1999
DARPA Intrusion Detection Evaluation, administered by
MIT Lincoln Labs [19]. ADAM entered the competition
and performed extremely well. We aimed to detect in-
trusions of the type Denial of Service (DOS) and Probe
attacks (although ADAM can discover other types of in-
trusions aswell). In those categories,asshown in Figure 5,
ADAM ranked third, after EMERALD and the University
of California Sarta Barbara's STAT system. The attacks
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Figure 6: 1999DARPA Intrusion Detection Evaluation

Results. Overall ranking of the competing tools in terms

of identifying attacks: EMERALD and ADAM {lab eled

as GMU{ were the most accuratetools. (The numbersin

parerthesis indicate the attacks the tools detected out of
those they were supposedto detect.)

detectedby those systemsand missedby AD AM werethose
that fell below our thresholds, being attacks that involved
usually only one connection and that can be best identi-
“ed by signature-basedsystems. ADAM came very close
to EMERALD in overall attack identi cation, asshawn in
Figure 6. Evaluation results can be found in [17].

I1l. Related Work

There aretwo kinds of intrusion detection systems:those
which use\signatures" to detect attacks whosebehavior is
well understood and those which usesomekind of statisti-
cal or data mining analysisto do the job. Of course,many
tools have both kinds of enginespresen to maximize the
likelihood of capturing the attacks.
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A. Signature-tasel IDS
A.1 P-Best

P-Best [16] is a rule-based,forward-chaining expert sys-
tem that hasbeenapplied to signature-basedintrusion de-
tection for many years. The main idea is to specify the
characteristics of a malicious behavior and then monitor
the stream of events generatedby system activity, hoping
to recognizeone intrusion "signature”. Using a traditional
expert systemis shown to yield good performanceresults
in real-time detection. Also, it is easyto use and it in-
tegrates well into existing OS ervironments, thanks to its
programmability at the C languagelevel. In general, an
expert system production rule consists of a predicate ex-
pression (rule anteceden) over a well-de ned set of facts,
and a consequety which speci es which other facts are de-
rived when the anteceden is true. When any facts are
assertedthat match the argumerts of a rule anteceden,
the predicate expressionis evaluated. If it evaluates to
true (the rule "res"), then the consequen is executed,
potentially resulting in other facts being asserted. This
processmay create a chain of rule rings that yield new
deductionsabout the state of the system. In the context of
intrusion detection, facts are generally systemeverts, with
atype such as"login attempt" and additional corntext at-
tributes, e.g. "return-code" with value "bad-password".
These attribute values can be used as argumerts in the
rules antecederts. P-BEST was deweloped at SRI Interna-
tional and it was rst deployed in the MID AS ID system
at the National Computer Security Certer. Later, P-BEST
was chosenas the rule-basedinferenceengine of NIDES, a
successoto the IDES prototype [18]. The P-BEST expert
system shell is also used in EMERALD's eXpert [21], a
generic signature-analysisengine.

A.2 USTAT and NSTAT

USTAT [11], a real-time intrusion detection system for
UNIX wasdewvelopedin the Computer ScienceDepartment
of the University of California, Sarta Barbara, and the
name stands for State Transition Analysis Tool for UNIX.
The original design was rst deweloped by P. A. Porras
and presented in [20] as STAT, State Transition Analysis
Tool. STAT employs rule-basedanalysis of the audit trails
of multi-user computer systems. In STAT, an intrusion
is identi ed as a sequenceof state changesthat lead the
computer system from someinitial state to a target com-
promised state. USTAT makes use of the audit trails that
are collected by the C2 Basic Security Module of SunOS
and it keepstrack of only those critical actions that must
occur for the successfutompletion of the penetration. This
approad di®ersfrom other rule-basedpenetration identi -
cation tools that pattern match sequence®f audit records.

NetSTAT [24] performs real-time network-based intru-
sion detection by extending the state transition analysis
technique, rst introducedin STAT [20], to the networked
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ervironment. The systemworks on complex networks com-
posedof sewral sub-networks. Using state transition dia-
gramsto represen network attacks entails a number of ad-
vantages, including the ability to automatically determine
the data to be collected to support intrusion analysis, re-
sulting in a lightweight and scalableimplementation of the
network probes (speedadvantages).

B. Statistic and Data Mining-Based IDS
B.1 IDES, NIDES and EMERALD

These three systems|[18], [7], [2], [21] share a common
badkground and are built with a traditional signature-
basedcomponert that coexists with a statistical pro ling
unit. The statistical pro’ling unit hasasits guiding princi-
ple nding behavior that looksanomalouswith respectto a
pro le (in data mining this is known as nding \outliers").

The statistical unit of theseIDS maintains a knowledge
baseof proles, i.e., descriptions of normal behavior with
respect to a set of selectedmeasures. (Full details about
the unit can be found in [12], [3].) The ideais to describe
the audited activity asa vector of intrusion-detection vari-
ablesand comparethis vector to another onede ned by the
expected valuesstored in the pro les. If the audited activ-
ity vector provesto be suzciently far from the expected
behavior, an anomaly is °agged. This vector, or summary
test statistic (in the terminology of IDES) is formed from
many individual measures,such as CPU usageand le ac-
cess.Each measurere®ects the extent to which a particu-
lar type of behavior is similar to the historical proTe built
for it. The way that this is computed is by assaiating
eahh measureto a corresponding random variable. The
frequencydistribution of is built (and updated) over time,
asmore audit recordsare analyzed. Examples of measures
are the rate of audit record activity every 60 secondsand
the user CPU time.

The frequency distribution is computed as an exponen-
tial weighted sum with a half-life of 30 days. The half-life
value makes audit records that were gathered 30 days in
the past to contribute with half as much weight as recert
records;those gathered 60 days in the past cortribute one-
guarter asmuch weight, and soon. This is, in e®ect,a way
to control the number of audit recordsthat play a role in
the distribution. The frequency distribution of Q; can be
computed in this manner for both contin uous (numerical)
and categorical measures. (For details see[12], [3].) The
frequency distribution is kept in the form of a histogram
with probabilities assaiated with ead one of the possible
ranges,or bins, that the measurecantake. The cumulative
frequencydistribution is then built by usingthe orderedset
of bin probabilities. Using this frequencydistribution, and
the value of the corresponding measurefor the current au-
dit record, it is possibleto compute a value that re°ects
how far away from the \normal" value of the measurethe
current value is. The actual computation whose details
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can be found in [12], [3], rendersa value that is correlated
with how abnormal this measureis. Combining the values
obtained for eadh measure,and taking into consideration
the correlation betweenmeasuresthe unit computesan in-
dex of how far the current audit record is from the normal
state. Recordsbeyond a threshold are °agged as possible
intrusions.

B.2 JAM

The main ideain JAM [13],[14], [15]is to generateclas-
si ers usinga rule learning program on training data setsof
systemusage. The output from the classi er, a set of clas-
si cation rules, is usedto recognizeanomaliesand detect
known intrusions. The main di®erencebetweenJAM and
ADAM is that JAM aims to be a missusedetection sys-
tem by learning the characterization of the attacks (while
ADAM usesan anomaly-basedapproac). Speci cally, the
approadc of using classi ers is tested on two sets of data:
one from attacks that use sendmail, the other from net-
work attacks, using TCPdump. Sendmail data consistsof
two sets of traces, one with normal and one with abnor-
mal data. The training data is fed to RIPPER [6], a rule-
learning program. RIPPER rules classify the training data
into the two classes'normal" and "abnormal”. Each trace
is then post-processedby comparing it with the RIPPER
predictions, in orderto TTter out spuriousprediction errors.
The rationale for the post-processingschemeis that an ac-
tual intrusion is characterized by a majority of abnormal
adjacen call sequencesA secondexperiment described in
this work consistsin computing classi cation rules using
only the normal traces. In this case,in order to detect
intrusions, the con dence information assaiated with the
generatedrules is used. Each trace is given a scoreaccord-
ing to whether a trace submitted to the classi er at runtime
violates one of the generatedrules. In this case,the trace
scoreis incremerted in proportion to the con dence of the
violated rule. Given a long trace with many sequences,
scoresare assignedto eat sequenceand the averagescore
is usedto decidewhether the sequenceepreserts an intru-
sion. The TCPdump experiment shows how classi ers can
be induced from tratc data. Pre-processingis applied to
the TCPdump raw data and then RIPPER is applied to
the data. The paper reports on the results obtained, which
are less encouragingthan expected. Finally, the authors
mertion the use of a Meta-detection model that describes
how multiple baseclassi ers can be combined in order to
exploit combined evidenceof multiple tratc patterns.

IV. Conclusions and Future Work

The behavior of ADAM in the DARPA 1999 competi-
tion givesus evidenceabout the usefulnessof data mining
techniquesin intrusion detection. There are, however, a lot
of issuesto be solved:
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> Thresholdtuning It is important to obtain good thresh-
olds for declaring a connectionsuspicious. We are currently

performing statistical analysis of our results to obtain a
better senseon how to adjust thesethresholds.

= Proling Proles play acrucial role in ADAM, sincethey
dictate what is considered\normal” behavior. We are cur-
rently experimerting with tailoring the proles to di®erert
days of the weekand times of the day, in an e®ortto get a
good characterization of normality.

= Dependencyon training data Unfortunately, for many
installations, obtaining training data is not easy It is dix-

cult to distinguish (without a lot of manual labor) between
normal connectionsand attacks in an audit trail to be ca-
pable of labelling the connectionsproperly and usethe data
stream as training data. (So future audit trails can really
be diagnosedautomatically.) We are currently working in
two directions to make this problem more manageable:

1. DecreaseAD AM's dependencyon attack training data:
We want to be able to start running ADAM in an installa-
tion for which only \normal" behavior is known astraining
data. Todo so,we are experimerting with a newtechnique,
basedin Pseudo-Baesestimators [5], that will allow us to
detect attacks even if no previous knowledgeabout the at-
tacks exists. (Of course,we will not be able to label the
attack name, but we will be ableto attract the security's of-
“cer attention to it.) Preliminary results indicate that the
technique is extremely succesfulin identifying previously
unknown attacks.

2. Automate the processof obtaining a pro le of normal
activity, starting from an audit trail for which the connec-
tions are not labelled. We are currently using statistical
techniquesto detect outliers in an unlabeled stream of con-
nections. We are con dent that by cleaning the data from
outliers, the stream of connectionsthat is left will give us
a good pro Te of normal activity.
> Detect other types of attacks So far, ADAM has con-
certrated in detecting PROBE and DOS attacks (and a
handful of other attacks that make useof a relatively large
number of connections). Our aim is to enhancethe func-
tionality of ADAM by using other data mining techniques
for attacks that take place using a handful (or even one) of
connections. An ideais to model normality of theseattacks
using time seriesand usea predictive tool that can distin-
guish when a seriesis abnormal, to °ag it asan attack.

In summary, data mining is proving to play an impor-
tant role in intrusion detection. We are very con dent that
ADAM will become,with time, a very strong tool to help
security oxcers in their daily work against intruders.
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